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Introduction

The purpose of this guide is to provide a known working configuration of wireless client authentication
using certificates via the EAP-TLS authentication method. This guide will specifically focus on the
configuration of the FortiAuthenticator, FortiGate and Windows 7 needed to get this access to function.

Audience
This guide is written for network administrators who understand the following concepts:

1. FortiOS
2. FortiAuthenticator
3. EAP-TLS

Prerequisites
1. FortiAuthenticator 3.1 GA

2. FortiOS 5.2
3. Windows 7 SP1 (with support for EAP-TLS)

FortiAuthenticator

Creating a Local CA

In this environment, the FortiAuthenticator will act as the sole certificate authority for all certificates
authenticated for client access. To enable this functionality on the FortiAuthenticator, a self-signed root
CA certificate must be generated. This can be done via the following steps:

1. Loginto the FortiAuthenticator via the webGUI
2. Navigate to “Certificate Management | Certificate Authorities | Local CAs”
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FortiAuthenticator

() Create New

(] 001_ca_c
(]  002_interm«
O 010
(] test
O tistest

5 local CA certifici

. = Trusted CAs
@-[E5) SCEP

ERRRRRRRRRRRRRRRRRRRRRRRTRRRRRI TR

Figure 1. — Screenshot of Local CAs section in FortiAuthenticator

Click “Create New”
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FortiAuthenticator

H © Create New

001_ca_c

O

~ Monitor H [] 002_interm«
Certificate Management U s
= U test
=-[gy Policies
! (] tistest

: = Certificate Expiry
9 End Entities
. .= Users

5 local CA certific:

--w Local Services

e& Certificate Authorities

= CRLs
. = Trusted CAs
@lﬁl SCEP

O T TR TR CAREEEELERES

Figure 2. — Screenshot of “Create New” button in FortiAuthenticator

Complete the information in the fields pertaining to your organization (example in screenshot
below)

FortiAuthenticator wmsnsonn | @ | B2 FEIRTINET
2 o308
—— -
Certificate ID: rotCA
Authentication
—
e Certificate type: ® Root CA certificate  © Intermediate CA certificate  © Intermediate CA certificate signing request (CSR)
|| Cortificate Management |
< @ Foices Subject input method: © Fully distinguished name @ Fieki-by-fiekd
« Centificate Expiry MName (CN): FortiAuthenticator
& @) End Entities
Department (OU). Information Technology
«Users
« Locsl Services Company (0) Local Company
© Gy Certificate Authorities
Bmics | Somesteny
« CRLs State/Province (ST) Vignia
« Trusted CAs
& Ep SCEP Country (C) United States (US) v
Email address: admin@localcompany.c.
Subject Alternative Name
O Emait
© User Principal Name (UPN)
Additional Options
Validity period: ® Setlength of time  © Set an expiy date
20 | days
Key type: RsA
Key size: 2043 Bits ¥
Logging Hash algorithm: SHa1 ¥ -

Figure 3. — Screenshot of completed form to generate self-signed Root CA
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5. Confirm that you have received successful acknowledgement once the form has been

completed
FortiAuthenticator cosgeainasaamn | €D F::RTINET
System © Create New = 5% mport | 123 > 0 0f 6 selected Q Search |
Authentication @ Successfully added local CA certificate "rootCA | C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Information Technology, CN=FortiAuthenticator,
emailAddr ompany.com"
[

Figure 4. — Screenshot of successful acknowledgement of creation of root CA from

FortiAuthenticator

‘ o rootCA C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Informati... ~C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Informati... Active

Figure 5. — Entry of root CA in FortiAuthenticator

Creating a Local Services Certificate

In order for the FortiAuthenticator to use a certificate in mutual authentication (supported by EAP-TLS),

a local services certificate has to be created on behalf of the FortiAuthenticator. This can be

accomplished via the following steps:

1. Navigate to “Certificate Management | End Entities | Local Services”

FortiAuthenticator

() Create New

@® Successfully:

emailAddress

=-[gy Policies
» Certificate Expiry

=5 End Entities

- = Users

000_eap_|
001_eap_
Firmware

tistes

4 server certificate

M ocusnices

= g Certificate Authorities
--w Local CAs
- = CRLs
» Trusted CAs
@-[E5) SCEP

Figure 6. — Screenshot of “Local Services” location in FortiAuthenticator

2. Click “Create New”
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FortiAuthenticator

() Create New

Authentication @ Successfully

emailAddres:

Fortinet SSO Methods -
“OI\ltOl' U Ooo_eap_
9 e
El Policies O Firmware
- = Certificate Expiry =) tiste:

=& End Entities
I 4 server certificat:

Figure 7. — Screenshot of “Create New” button for “Local Services”

3. Complete the information in the fields pertaining to your organization

FortiAuthenticator Logged in 35 admin 9 l » l F:RTINET
Certificate ID: 000_esp_local_sve
Fortinet SSO Methods Issuer. ® Local CA @ Third-party CA
Monitor Certificate authority: 100CA | C=US, ST=Virginia, L=Somewhere, O=Local Company, OU: Technology. Cl . com ¥
e
Subject Information
& [ Policies Subj method: Fully distinguished name  ® Field-by-fiek
iect i : O Fully distinguished ® Field-by-field
« Certificate Expiry ubject input °
. Ens Enites Name (CN): fortiauth-eap
o Uses Department (OU Information Technology
fLocal Services
& Sy Certificate Authorities Company (0) Local Company
» Local CAs
City (L) mewhere
“CRLs v L
« Trusted CAs State/Provinoe (ST) Virginia
& & SCeP
Country (C] United States (US) v
Email address fortiauth-adm@iocalcor
O Email
User Principal Name (UPN)
Additional Options
Validity period: ® Setlength of time  © Set an expiry date
1825 | days
Key type: R34
Key size: 0438es ¥
Logging

Figure 8. — Screenshot of completed form for “Local Services” certificate used by
FortiAuthenticator

4. Confirm that the recently created certificate exists in the “Local Services” certificate list
FortiAuthenticator wongeanasaamn | €@ | 02

FZ:RTINET

[

Y mport | 35 i |

@ Create New 0 of 4 selected Q arch f ver certificates | Search |

C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Informati...

000_eap_local_svc C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Informati...

Figure 9. — Screenshot of the “Local Services” list
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Configuring RADIUS-EAP on FortiAuthenticator

In order for the FortiAuthenticator to present the newly created “Local Services” certificate as its
authentication to the client, the RADIUS-EAP must be configured to use this certificate. To do this,
follow the procedure listed below:

1. Navigate to “Authentication | RADIUS Service | EAP”

FortiAuthentic:

System

Authentication

] @ User Management

» Local Users
= Remote Users
- » Remote User Sync Rules
lu User Groups
g » Organizations
- = FortiTokens
1 -« MAC Devices
] &» Self-senice Portal
; l:ng Remote Auth. Servers
% 92& RADIUS Senvice
i - = Clients
-« Realms

Figure 10. — Screenshot of the EAP section in FortiAuthenticator

2. Select the corresponding “Local Services” certificate in the “EAP Server Certificate” section |
Choose the Local CA certificate previous configured in the “Local CAs:” section:

FortiAuthenticator Logged in as admin F::RTINET
System RADIUS-EAP Configuration
=@ User Management - EAP Server Certificate
» Local Users 001_eap_validation | CN=fortiauth v
Remote Users
- EAP-TLS Authentication
« Remote User Sync Rules
Local CAs: Available local CAs @
= User Groups
Organizations Q rootCA | C=US, ST=Virginia, L=Somewhere, { ~
.
« FortiTokens 001_ca_cert| C=US, ST=nc, L=charlotte, O=] «
« MAC Devices 002_intermediate | C=US, ST=NC, L=Charlo'

- tistest | O=tistest, CN=fac
@& Self-senvice Portal

() Remote Auth. Servers
=- 2. RADIUS Senvice

Figure 11. — Screenshot of EAP Services section

Page 9



3. Click “OK” to save the configuration

Configuring RADIUS Client on FortiAuthenticator
The FortiAuthenticator has to be configured to allow RADIUS clients to make authorization requests to
it. To do this, follow the procedure listed below:

1. Navigate to “Authentication | RADIUS Service | Clients”

FortiAuthenticator

System C

-~

Authentication m

=0 User Management o=
--w Local Users U
--» Remote Users
= Remote User SyncRules
- w User Groups
- = Organizations
--w FortiTokens
» MAC Devices

@) Remote Auth. Servers

=-S5 RADIUS Service
[

Figure 12. — Screenshot of “Clients” (RADIUS) in FortiAuthenticator

| ® & self-senice Portal

L

2. Click “Create New”

FortiAuthenticator ceansssonn | 1 00 | FEzATINET
- A =
—
Namo ‘
=/ User Management “jo Lo L iy
» Local Users - FortiGate 10.0.23.161

Figure 13 . — Screenshot of “Create New” button for the “Clients” (RADIUS) section in
FortiAuthenticator
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3. ‘Complete the applicable information for your RADIUS server (example in screenshot below):

FortiAuthenticator N @ l ’
s e — Logost
Edit RADIUS Client
Authentication
Hame fortigate-80d

& & User Account Policies

« General Client name/IP: 100231

« Lockouts Seoret —

« Passwords

« Custom User Fialds Description
& I User Management

« Local Users

« Remote Users

« Remote User Sync Rules

« User Groups Username input format:
« Organizations

« FortiTokens

« MAC Devices Reaims Allow local users to override | Use Windows AD domain
Fii Groups ®  |Delete
® §» Self-service Portal remote users authentication
v

@ () Remote Auth. Servers B Fiter: [gan]
S 2, RADIUS Service
Mo — — |
« Realms
« EAF
* ,"* LDAF Service
@ £3 FortiAuthenticator Agent

local | Local users

oK Canos
Figure 14. — FortiAuthenticator RADIUS Client configuration screenshot

*Please Note: EAP-TLS is the only EAP type selected to prevent fallback to a less secure version
of authentication if a certificate is not presented by the client”

4. Click “OK” to save the configuration

Configuring Local User on FortiAuthenticator

The authentication of the client will be tied to a user account on the FortiAuthenticator. In this scenario,
a local user will be configured but remote users associated with LDAP can be configured as well. To
configure a local user on the FortiAuthenticator, follow the procedure below:

1. Navigate to “Authentication | User Management | Local Users”

FortiAuthenticatc

System

Authentication

= &4 User Account Policies =

« General
» Lockouts
« Passwords
» Custom User Fields
=- 0@ User Management
Local Users

JOURRRRRRRRRRRRRRRRRE RN RN TR R RN RN TR RN RN RN E R R n g

Figure 15. — Screenshot of “Local Users” section in FortiAuthenticator
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2. Click “Create New”

FortiAuthenticator Logged n as admin

O» | Fi:RTINET

-
System © Create New | 5% import = (& ExportUsers = < 0 of 3 selected

Authentication erna t L Email addre Admin

Figure 16. — Screenshot of “Create New” button for Local Users in FortiAuthenticator

3. Fill out applicable user information

FortiAuthenticator Logged in as

System Create New Local User

Authentication
Username: eap-user

=& User Account Policies

« General Password creation: Specify a password v
* Lockouts Password T
= Passwords

« Custom User Fields Password confirmation: ssssssssnnns

=@ User Management () Enable account expiration

W ocarsos ~——

= Remote Users | OK | Cancel |

Figure 17. —Screenshot of “Create New Local User” on FortiAuthenticator

4. Click OK
*Please Note: The default options set for the user are all that is needed for this particular
scenario*

Configuring End User Certificates on FortiAuthenticator

The certificate created locally on the FortiAuthenticator will be associated with the local user. Itis
important to note that the Common Name (CN) must match the username exactly of the user that is
registered in the FortiAuthenticator (i.e. “eap-user” in this case). To create a corresponding certificate
for the user, follow the steps below:

1. Navigate to “Certificate Management | End Entities | Users”
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FortiAuthentical

Monitor
Certificate Management

a Policies
. = Certificate Expiry

Figure 18. — Screenshot of the “Users” certificate section in FortiAuthenticator
2. Click “Create New”

FortiAuthenticator Logged in as admin

©
1%

Fz:ERTINET

[&
[&-

System Io Crea(eNewi 59 import | 13 il |

0 of 4 selected Q, | Search for user certificates | Search |

Figure 19. — Screenshot of “Create New” button in FortiAuthenticator

3. Fillin the applicable information to map the certificate to the correct user (example in
screenshot below):

FortiAuthenticator Logged n a5 admin I 9 l _E? ‘ FZ:RTINE)
System
Authentication
Certificate ID: 000_eap_user
Fortinet SSO Methods
Monitor,
I - @ Local CA Third-party CA
I [ S — Ssuer
. fi Certifi
Certificate Expiry Certificate authority. 100tCA | C=US, ST=Virginia, L=Somewhere, O=Local Company, OU Technology, C! 3 s v
& G End Entities
« Local Services Subject input method: O Fully distinguished name @ Field-by-field
= if
& Gy Certificate Authorities | Name (CH)- - |
« Local CAs
«CRLs Department (OU Corporate
« Trusted CAs
bqscer Company (O) Local Company
City (L) Somewhers
State/Province (ST) Virginia
Country United States (US) v
Email address: reguisruser@locaicomp:
Email
User Principal Name (UPN|
Additional Options
Validity period ® Set length of time  © Set an expiry date
225 days
Key type =34
- Prpr .

Figure 20. — Screenshot of “New User Certificate” dialog on FortiAuthenticator

4. Confirm that certificate was successfully created
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FortiAuthenticator woeanssamn | Q| 0P | FEATINET

System © CreateNew | 5% mport | (%3 : 00f 5 selected qQ [ Search |

Authentication @ Successfully added user certificate "000_eap_user | C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Corporate, CN=eap-user,
emailAddress=regularuser@localcompany.com

instingiEGubnthoke I L T ———

Monitor I 000_eap_user C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Corporate... C=US, ST=Virgi

Figure 21. — Screenshot of newly created certificate in FortiAuthenticator

FortiGate

Creating RADIUS Client on FortiOS

In order to proxy the authentication request from the wireless client, the FortiGate will need to have a
RADIUS server to submit the authentication request to. This is achieved by configuring a RADIUS server
to be used in the FortiGate. To do this, follow the procedure listed below:

1. Loginto FortiGate WebGUI with administrative user account
2. Navigate to “User & Device | Authentication | RADIUS Servers”

FortiGate 60D

System

Router
Policy & Objects
Security Profiles

| ven

-

= @@ User

% * User Definition

; * User Groups

* Guest Management
: (= Device

=) Authentication

* Single Sign-On

" LDAP Servers

Wl RADIUS Servers

Figure 22. —Screenshot of “RADIUS Servers” section in FortiGate WebGUI

N s

3. Click “Create New”
4. Complete the applicable information for the RADIUS server (example in screenshot below):
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FortiGate 60D

System

Router

Policy & Objects

Security Profiles

VPN

=@ User

* User Definition

* User Groups

* Guest Management
- Device

2-() Authentication

* Single Sign-On

* LDAP Servers

graDIUS servers |

Err—

-

ST

Name

Primary Server IP/Name
Primary Server Secret
Secondary Server IP/Name
Secondary Server Secret

Authentication Scheme

NAS IP / Called Station ID

Include in every User Group

fortiauth
10.0.23.163

sesssssccesaee Test

Test
® Use Default Authentication Scheme
Specify Authentication Protocol

PAP v

] Enable

OK

Figure 23. — Screenshot of RADIUS configuration on FortiGate WebGUI

5. Click “OK” to save the configuration

Creating WiFi SSID on FortiGate

Edit RADIUS Server

Cancel

In order for the client to connect using its certificate a SSID has to be configured on the FortiGate to

accept this type of authentication. To configure this, follow the instructions listed below:

1. Navigate to “WiFi Controller | WiFi Network | SSID”

FortiGate 60D

System

Router

Policy & Objects

Security Profiles

VPN

User & Device

WAN Opt. & Cache

WiFi Controller

=49 wiFi Network

“* FortiAP Profiles

* WIDS Profiles
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Figure 24. — Screenshot of SSID section in FortiGate WebGUI

2. Click “Create New”

3. Create the applicable WiFi settings (example shown in screenshot below):

FortiGate 60D

= %) wiFi Network

* FortiAP Profiles
* WIDS Profiles
(%) Managed Access Points
& @ Monitor

Log & Report

E—

|| Administrative Access

Routes. Interface Name
Policy & Objects Type
Security Profiles Traffic Mode
VPN

1P/Network Mask
User & Device

1PvE mode
WAN Opt. & Cache

1Pv6 Address/Prafix

IPv6 Administrative Access

DHCP Server

Address Range

Netmask
Default Gateway

DNS Server

epa-secure-test
WiFi SSID

Tunnel to Wireless Controller

172.16.123.1/255.255.255.0
® Manual

)

HTTPS¥ PING HTTP FMG-Access
SSH SNMP () FCT-Access

Auto IPsec Request

HTTPS() PING HTTP [ FMG-Access

SSH SNMP
¥ Enable
O Create New  J : §

172.16.123.2

172.16.123.254

255.255.255.0
® Same as Interface IP O Specify

® Same as System DNS O Specify

WiFi Settings
SSID
Security Mode

Authentication

lepa-secure-test
WPA/WPA2 Enterprise v
Local ® RADIUS Server

Block Intra-SSID Traffic

Maximum Clients

023

| wawrs | isgeut

FiERTINET

e ...

Figure 25. — Screenshot of WiFi configuration parameters in FortiGate WebGUI

*Please Note: EAP-TLS is only supported in WPA/WPA2 Enterprise security mode*

4. Click “OK” to save

Windows 7 PC Configuration

Exporting certificate from FortiAuthenticator
In order for the client to use the certificate for authentication to the FortiAuthenticator, the user
certificate created in the FortiAuthenticator must first be exported. To do this, follow the instructions

listed below:

1. Login to the FortiAuthenticator with administrative credentials
2. Navigate to “Certificate Management | End Entities | Users”
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FortiAuthentical

System

Authentication
Fortinet SSO Methods

Monitor

Certificate Management

= [y Policies
» Certificate Expiry

=45 End Entities
Users

Figure 26. — Screenshot of the “Users” certificate section in FortiAuthenticator

3. Click the checkbox beside the certificate to import | Click “Export PKCS# 12"
FortiAuthenticator Logged in as admin Fz:ERTINET

C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Informati...

Figure 27. —Screenshot of export certificate button in FortiAuthenticator

4. Inthe “Export User Certificate and Key File” type a password in the “passphrase” (i.e. “fortinet”)
that will be used when importing the certificate into Windows 7 PC

FortiAuthenticator

System
Authentication I
Fortinet SSO Methods

Subject C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Corporate, CN=eap-user, emailAddress=regularuser@Iocalcompany.com

Passphrase: R

Monitor

u Confirm Passphrase: e
Certificate Management

= [gy Policies | OK | | Cancel |

Figure 28. — Screenshot of passphrase in the “Export User Certificate and Key File” section of
FortiAuthenticator

5. Click “OK”
6. Click “Download PKCS# 12 file” to pull this certificate local to your PC
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FortiAuthenticator

System Download PKC S#12 Certificate File

Authentication Please note that once you click on the download link below, the private key for certificate "C=US, ST=Virginia, L=Somewhere, O=Local Company, OU=Corporate, CN=eap-user,
i g com" will be

Fortinet SSO Methods e

Monitor 4 Download PKCS#12file
Certificate Management ! Click Finish to return to the certificate list.

Finish

..............

Figure 29. — Screenshot of the “Download PKCS# 12" certificate section on FortiAuthenticator

7. Click “Finish”

Importing certificate into Windows 7
Once the certificate has been exported, they can be imported to be used during authentication to the
wireless. To do this, follow the instructions listed below:

On the Windows 7 PC, double-click the recently downloaded certificate from the
FortiAuthenticator (this should launch the “Welcome to Certificate Import Wizard” as shown in
the screenshot below:

Certificate h“wnwa:‘—ﬁﬂ

P — A s s —~—

Welcome to the Certificate Import I
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is "
a confirmation of your identity and contains information
used to protect data or to establish secure network |
connections. A certificate store is the system area where
certificates are kept.

l To continue, dick Next.

Figure 30. — Screenshot of “Certificate Import Wizard”

2. Click “Next”
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3. Make sure the correct certificate is shown in the “File Name” section in the “File to Import” page
| Click “Next”’

Certificate EF

Pr— T e— o -

File to Import
Spedify the file you want to import. I

File name:

Id :\Users\jtorian\Downloads\000 eap user.p12 .

Note: More than one certificate can be stored in a single file in the following formats: |
Personal Information Exchange- PKCS #12 (.PFX,.P12)

| Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

‘ Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats

| <Back || mext> | | cancel |

Figure 31. — Screenshot of the “File to Import” section
4. Type the “password” created on the FortiAuthenticator during the export of the certificate |
Click “Mark this key as exportable” | Leave remaining defaults | Click “Next”
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"Certificate Import Wizard R — S |
Certificate In'-l_portW' ’

— — -

Password
To maintain security, the private key was protected with a password.

Type the password for the private key.

Id Password:

[ Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

'ﬁarkﬂiskeyasewtable.ﬂiswiialowyoutobad(matransportyw
keys at a later time.

[¥] Indude all extended properties.

Learn more about protecting private keys

(s Cnets | (o)

Figure 32. — Screenshot of the “password” section of the certificate import wizard

5. Inthe “Certificate Store” choose the “Place all certificates in the following store” | Click
“Browse” | Choose “Personal” | Click “Next”
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Certificate Import W’;;J—E ‘

a— -

Certificate Store
Certificate stores are system areas where certificates are kept. I

Windows can automatically select a certificate store, or you can specify a location for

" the certificate.
() Automatically select the certificate store based on the type of certificate
@) Place all certificates in the following store 'l
Certificate store:
' Personal Browse...

Learn more about certificate stores

[ <Back || mext> Cancel

=

Figure 33. — Screenshot of “Certificate Store” section of the certificate import wizard

6. Click “Finish”
*Please Note: You will get a dialog box to confirm if the certificate import was successful*

Configuring Wireless Profile to use Certificate

After the certificate has been successfully imported into the Windows 7 PC, the wireless profile has to
be configured to use this certificate when performing authentication. To do this, follow the instructions
listed below:

1. Create a new wireless connection with the SSID of your wireless
2. Modify the newly created connection with the security configuration options shown in the
screenshot below:
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Comnectin| Secrty

=

Security type: | WPA2-Enterprise v

* Encryption type:  [AES v

Choose a network authentication method:
|Microsoft: Smart Card or other certificat v || Settings |

| |Remember my credentials for this connection each
time I'm logged on

| Advanced settings |

(o ][ cancel |

Figure 34. — Screenshot of Wireless Network properties for SSID

3. Click on “Settings” and set the configuration parameters shown in the screenshot:

Page 22



fe "
Smart Card or other Certificate Properties g

When connecting:
) Use my smart card
@ Use a certificate on this computer
[V] Use simple certificate selection (Recommended) N

[7] Validate server certificate

Connect to these servers .

["] AddTrust Extemal CA Root

("] America Online Root Certification Authority 1
|| Baltimore CyberTrust Root

("] Certum CA

[ ] Class 3 Public Primary Certification Authority
["] Class 3 Public Primary Certification Authority
[ DigiCert Assured ID Root CA -

< UL »

[

View Certificate

Do not prompt user to authorize new servers or trusted certification

[] Use a different user name for the connection

| oK || Cancel
Figure 35. — Screenshot of the “Settings” configuration
*Please Note: For simplification purposes, the “Validate server certificate” has been disabled
but EAP-TLS allows the client to validate the server as well as the server validate the client. To
enable this, you will need to import the CA from the FortiAuthenticator to the Windows 7 PC
and make sure that it is enabled as a “Trusted Root Certification Authority”.

4. Click “OK”
5. Click “OK”

The configuration for the Windows 7 PC has been completed and the user should be able to
authenticate to the wireless via the certificate without using username and password.
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Appendix A: Verifying Login via FortiAuthenticator Logs

When the user attempts to authenticate to wireless using the certificate, they will have a specific log
entry in the FortiAuthenticator. Below is a screenshot of the log entry displaying a valid logon attempt

into the wireless from a client using a certificate for authentication.

FortiAuthenticator

Certificate Management

I Logging

-5 Log Access

=¥ Log Config
» Log Setting
= Syslog Servers

33661
2RAN

D Refresh

Wed Jun 25 08:30:06 2014
Wed Jun 25 08:30:06 2014
Wed Jun 25 08:22:17 2014
Wed Jun 25 08:22:17 2014
Wed Jun 25 08:22:17 2014
Wed Jun 25 08:21:35 2014
Wed Jun 25 08:21:10 2014
Wed Jun 25 08:00:07 2014
Wed Jun 25 08:00:06 2014
Wed Jun 25 07:54:31 2014
Wed Jun 25 07:54:31 2014
Wed Jun 25 07:54:31 2014
Wed Jun 25 07:54:31 2014
Wed Jun 25 07:54:31 2014
Wed Jun 25 07:39:53 2014
Wed Jun 25 07:39:53 2014
Wed Jun 25 07:39:53 2014
Wed Jun 25 07:30:05 2014
Wed Jun 25 07:30:05 2014
Wed Jun 25 07:00:05 2014
Wed Jun 25 07:00:05 2014
Wed Jun 25 06:54:40 2014
Wad lun 75 NA-3N-NE 2014

) Download Raw Log

Log Type Reference | (&) Debug Report

information  Event System 30303
information  Event System 30203
information  Event Admin Configuration 10124
notice Event Admin Configuration 10122
information  Event Admin Configuration 10002
information Event Admin Configuration 10124
i Event d 20994
information  Event System 30303
information  Event System 30303
information  Event Admin Configuration 10125
information  Event Admin Configuration 10002
information Event Admin Configuration 10002
information  Event Admin Configuration 10002
information Event Admin Configuration 10001
information  Event Admin Configuration 10002
information  Event Admin Configuration 10001
information Event Admin Configuration 10001
information  Event System 30303
information  Event System 30303
information  Event System 30203
information  Event System 30303
i i Event icati 20994
Fuant Qustem anan2

Edit

Login

Edit
Edit
Add
Edit
Add
Add

Login

Logged in as admin

Success

Success

Log Record Detail
=P 33683
Performid
5 Wed Jun 25 08:36:29 201
Pres#1d Timestamp A
Private k| Level information
Edted U Action Authentication
PKCS#13
1 status Success
Local ad|
NAS Name/lP 10.0.23.1
Success|
Performid 802.1x suc
cessful
Certificat
- User eap-user
Edited U:
Edted U: Log Type
Edited Lo TYPE Id 20420
Added Uf Name 802.1x Authentication OK
Edited Ld Sub Category Authentication
Added L category Event
e E 802.1x suc
Success| cessful
Performi
Success|
Performit
Local adf
Quirresdl

<

Figure 36. — Screenshot of FortiAuthenticator logs showing successful authentication using certificate
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